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1.1 This Data Protection Policy has been developed to ensure that Petroc fully

complies with the Data Protection Act 2018. The policy emphasises the duties
and obligations of every member of staff under this Act and the General Data
Protection Regulation (UK GDPR) and what the College sees as good practice.
Compliance with the Data Protection Act 2018 is the responsibility of all
members of the College. Any deliberate breach of the Data Protection Policy
may lead to disciplinary legislation being taken, access to College facilities being
withdrawn, or a criminal prosecution. If there are any questions about the
interpretation or operation of this policy, please contact the College Data
Protection Officer, Governance Advisor.
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● inform staff of their responsibilities within the context of their job and show
a line of responsibility towards implementing the Data Protection Act 2018





https://ico.org.uk/




8.3 The right to rectification:

8.3.1 Individuals are entitled to have personal data held by the College rectified if it is
inaccurate or incomplete. Requests for rectification of data should be made to
the .1In
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14.3 The College does not require the consent of a student to share his or her
personal data for the purpose on complying with:
● its contractual obligations to the Education and Skills Funding Agency and

successor organisations
● its legal obligations under the education acts and safeguarding legislation.

14.4 The College may share personal data without the individual’s knowledge,
where, for example, personal data is processed for the:
● prevention or detection of crime
● apprehension or prosecution of offenders or
● assessment or collection of tax or duty.

14.5 The College will share personal data with its service providers to the minimum
extent required for those service providers to discharge their obligations to the
College under relevant service contracts. Service providers, not limited to, but
may include auditors, payroll & HR system providers, bankers, debt collection
agencies, software suppliers and funding providers.

14.6 The Data Protection Act 2018 states that the safeguarding of children and
individuals at risk are a processing condition that allows practitioners to share
information.

14.7 The College will not transfer personal data outside the protection of the UK
GDPR, unless the rights of the individuals in respect of their personal data is
protected in another way, or one of a limited number of exceptions is applied.
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15.1 The College will retain data in a form which permits the identification of data

subjects for no longer than the purposes for which the data are processed. The
retention periods for each class of data are shown within the Document
Retention and Disposal Policy.
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16.1 A personal data breach means a breach of security leading to the destruction,
loss, alteration, unauthorised disclosure of, or access to, personal data. This is
more than a loss of personal data. All personal data breaches, or circumstances
which may give rise to a personal data breach, must be reported to the Data
Protection Officer immediately. The Data Protection Officer will investigate the
alleged breach and prepare a written report for the Principal and Chief
Executive Officer.

16.2 If, in the opinion of the Principal and Chief Executive Officer and the Data
Protection Office, the breach is likely to result in a risk to the rights and
freedoms of individuals (if unaddressed, such a breach is likely to have a
significant detrimental effect on individuals – for example, result in
discrimination, damage to reputation, financial loss, loss of confidentiality or any
other significant economic or social disadvantage) then the Data Protection
Officer will notify the Information Commissioner. This must occur within 72
hours of the college becoming aware that a breach has occurred. This will be

3 The procedure for staff reporting a data breach can be found in Appendix 1
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17.3 Individuals have the right to access their personal data through subject access
requests, or to request its deletion or correction if needed by writing to the
college’s Data Protection Officer at dpo@petroc.ac.uk.
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18.1 Any person who believes that the College has not complied with this Policy, or

with any aspect of the wider Data Protection Act 2018, should notify the College’s
Data Protection Officer in the first instance. If the issue is not resolved, a
complaint should be made in writing to the Principals PA, Petroc, Old
Sticklepath Hill, Barnstaple, EX31 2BQ and will be investigated in accordance
with the College’s Complaints Resolution Procedure, a copy of which may be
obtained from Reception.

18.2 If the complainant is still unhappy with the College’s response or needs any
advice he or she should contact the Information Commissioner’s Office (ICO) on
the ICO helpline (telephone: 0303 123 1113) or go to the Information
Commissioner’s website at
https://www.gov.uk/data-protection/make-acomplaint.
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19.1 The Data Protection Officer is responsible overall for the implementation of the

Policy.

19.2 As a rule the Policy will be reviewed every two years. However, Petroc reserves
the right to amend
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https://www.gov.uk/data-protection/make-a-complaint
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